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SUMMARY

‘Release Announcement

This release of ERAD RIS 4.2025.007 resolves a collection of Inspectiv Security issues to ensure the protection of
the Patient, Provider, Utilization Management and Administration Portals.

Resolved Issues

This release resolves the following issues:

Category Redmine # | Subject

Security 34742 This is a service-only change with no customer-facing functionality.
Security 34743 This is a service-only change with no customer-facing functionality.
Security 34887 This is a service-only change with no customer-facing functionality.
Security 35086 This is a service-only change with no customer-facing functionality.
Security 35263 This is a service-only change with no customer-facing functionality.
Security 35330 This is a service-only change with no customer-facing functionality.
Security 35377 This is a service-only change with no customer-facing functionality.
Security 35394 This is a service-only change with no customer-facing functionality.
Security 35701 This is a service-only change with no customer-facing functionality.
Security 35903 This is a service-only change with no customer-facing functionality.
Security 35910 This is a service-only change with no customer-facing functionality.
Security 35947 This is a service-only change with no customer-facing functionality.
Security 36005 This is a service-only change with no customer-facing functionality.

SORTED BY CATEGORY AND REDMINE

Configuration Instructions
System Administrators must complete the following actions to enable this feature:
RIS Client

Changes to Paragraph Config Lookup Table Settings
The following related settings were added or updated:

Setting Default Purpose

PortallnvalidUserAccessMessage Default = The requested The message to display when user tries to
information is not accessible. access other patient information. Updated by
Please contact us for assistance. | #35701

Portals

Changes to applicationsettings.config
As updated by Bugs #36005, #35947, #35910, and #35903:

e SetSecurityValidationEditByAuthPersonCheck to|TRUE\toenablesecurityvalidation.
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New Known Limitations

The following new Known Limitations were identified with this release:

e  KNOWN BEHAVIOR (FROM #36491) - SENDING USER MESSAGE FROM PATIENT PORTAL LANDS ON INCORRECT PAGE AFTER
SEND BUTTON SELECTED
o Issue: The user is redirected to an incorrect webpage once the message is created and sent to the
patient within the Admin Patient Portal.
o Impact: The message is sent to the patient however the webpage refreshes to an incorrect URL.
o Workaround: User will need close the tab and start again.
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VERSION DETAILS

Code Stream

The following source code branches have been merged into this release:

4.2025.003

L A

4.2025.003.1

h 4 Latest commercialized release

4.2025.004

Story release

Hotfix release

4 2025005
D Rapid release

Y

Internal test release
4 2025.006

——

42025007 : 1 Merge forward

Recalled release
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