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INTENDED AUDIENCE

The intended audience for this document is the RadNet Clinical Systems team and the eRAD Support/Service team.

It is appropriate to share the document with any customers applying the patch, in order to review new feature
descriptions and resolved defects.

WHO IS AFFECTED

Build 2017.6 installs. This server update must be applied to 2017.6.7.
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NEW SETTINGS

| SYSTEM CONFIGURATION

Setting ‘ Default ‘ Purpose

RADARInboundChannelRestartInterval -1 (value = int) Controls how often (in minutes) the
RADAR Inbound message channel will be
restarted.

(Feature is turned off when value is less than 1.)
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NEW FEATURES

| FEATURE # 20930 — OPTION TO AUTOMATICALLY RESTART RADAR SIGNALR CLIENT

The RADAR SignalR client manages inbound messaging from the RADAR EventBroker service. Previously,
if the RADAR Wedge plugin lost connection to the RADAR event broker, it would fail to reconnect
resulting in the loss of inbound RADAR message notifications. This resulted in report delivery statuses
for reports with an Email distribution method not being received and report delivery jobs stayed at ‘In
progress’ on the Document Distribution WL, even though they had been successfully delivered. It also
impacted other inbound RADAR messages, such as SecurePIC replies.

To prevent this from happening, it is now possible to restart the RADAR SignalR client from within the
RADAR Wedge plugin. This feature will restore the inbound connection to RADAR without restarting the
Wedge service.

A new System Configuration setting has been added:
RADARInboundChannelRestartinterval

e Controls how often (in minutes) the RADAR Inbound Message channel will be restarted.

e The feature will be turned off if the value for this setting is less than 1.

e Default = -1 (meaning the new feature will be off by default)

e Recommended setting: if RADAR inbound messaging is enabled, the recommended value is 120.

In the RADARWedgePlugin, if Inbound is enabled and the new configuration setting is set to a value of 1
or higher, a timer is created and started. Once the timer has elapsed, the RADAR SignalR Client is
disconnected and recreated, then attempts to reconnect to the RADAR Event Broker. Console
messaging has been added to display when the client disconnects and connects to the RADAR Event
Broker.

Recommended Use: RADAR inbound notifications are available for 8 hours before expiring.

If RADARInboundChannelRestartinterval is set to 120 minutes, this will restart the RADAR SignalR Client
periodically to ensure inbound notifications are being received without having to monitor report
delivery on the Distribution WL or the Wedge service itself.
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RESOLVED ITEMS

Redmine # for Subject
2017.6.8
21228 Linked Reporting: Rescheduling a “Report together” procedure plan no longer breaks
the links.
21217 Linked Reporting: Changing the primary procedure in a procedure plan is now correctly
breaking the link.
21055 Linked Reporting: Changing the primary procedure on a manually linked set of studies
now correctly maintains the link.
21214 GE PACS IW integration via Accession Number: new configuration option is now
properly applied even if there are multiple PACS IW entries.
21083 UM Connect Portal: Exception no longer occurring on Exam Detail page when opening
an order with both active and inactive study items.
21081 UM Connect Portal Admin Tool: Resolved an issue in which sending a message to “all

users” was incorrectly sending the message to all Provider Portal users, instead of UM
Portal users.

21065 Resolved a performance issue that occurred when importing a study from CD when the
study UID or patient ID were missing (null checks added).

21040 Imagine Pay Integration now has additional logging and exception handling.

19803 SecurePIC Requests can be properly initiated when the patient does not have an email
address.

The following fixes from 2018.1 were pulled into this patch for early release.

Redmine # for  Redmine # for Subject
2017.6.8 2018.1

21064 19810 Eligibility: United HealthCare is now pulling the correct patient address.
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CODE STREAM

Legend:
Light Green = Previously Released software
Gray = Internal version, non-release version

Bright Green = Current Release
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ERAD RIS RELEASE VERSION NUMBERS

June 08, 2018

Build Patch Ul Version Core Version WS Version DB Version Digital Forms Patient Portal UM Portal Provider Portal Notes
2017.1 2.17.1.0 (3GB) 217.10 217.10 2.17.1.0.00559886 217.10 2.17.1.0.572290 2.17.1.0.00000 Full Version Release
2017.1 1 2.17.1.1 (3GB) 217.10 21711 2.17.1.1.00589952 217.10 2.17.1.0.572290 2.17.1.0.00000 GUI, Web Service and DB updates
2017.1 2 2.17.1.2 (3GB) 217.10 21712 2.17.1.2.00621962 217.10 2.17.1.0.572290 2.17.1.0.00000 GUI, Web Service and DB updates
2017.1 3 2.17.1.3 (3GB) 217.10 217.13 2.17.1.3.00640480 217.10 2.17.1.0.572290 2.17.1.0.00000 GUI, Web Service and DB updates
2017.1 4 2.17.14 (3GB) 217.10 217.14 2.17.14.00692239 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI, Web Service, DB and Patient Portal updates
2017.1 5 2.17.14 (3GB) 217.10 21715 2.17.14.00692239 217.10 2.17.1.4.701924 2.17.1.0.00000 Web Service
2017.1 3 2.17.1.6 (3GB) 217.10 21715 2.17.1.6.00745281 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI and DB Updates
2017.1 7 2.17.1.7 (3GB) 217.10 21715 2.17.1.6.00745281 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI update
2017.1 B 2.17.1.8 (3GB) 217.10 21715 2.17.1.6.00745281 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI update
2017.1 9 2.17.19 (3GB) 217.10 21715 2.17.1.6.00745281 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI update
2017.1 10 2.17.1.10 (3GB) 217.10 217.1.10 2.17.1.6.00745281 217.10 2.17.1.4.701924 2.17.1.0.00000 GUI and Web Senice update
2017.2 2.17.2.0(3GB) 217.20 217.20 2.17.2.0.00695782 217.20 2.17.2.0.702238 217.2.0.702213 2.17.20.702226 |Full Version Release. First release of Provider Portal
2017.3 2.17.3.0(3GB) 21730 21730 2.17.3.0.00764112 21730 2173.0321 217.3.0321 2.17.3.0.321 Full Version Release. Including Patient, Provider and UM Portals
2017.3 1 2.17.3.1{3GB) 21730 21731 2.17.3.1.00846328 21731 2.17.3.1.853299 2.17.3.1.853301 2.17.3.1.856171 |GUI, Web Sevice, DB. Including Patient, Provider and UM Portals
2017.3 2 2.17.3.2(3GB) 21730 21732 2.17.3.2.00898348 21732 2.17.3.2.913898 2.17.3.2.913899 2.17.3.1.856171 |GUI, Web Sevice, DB. Including Patient, Provider and UM Portals
2017.3 21 2.17.3.2.1{3GB) 21730 21732 2.17.3.2.00898348 21732 2.17.3.2.913898 2.17.3.2.913899 2.17.3.1.856171 |GUI Only
2017.3 2.2 2.17.3.2.1{3GB) 21730 217322 2.17.3.2.00898348 21732 2.17.3.2.913898 2.17.3.2.913899 2.17.3.1.856171 |Web Services only
2017.3 3 2.17.3.3(3GB) 217.3.0 217.33 2.17.3.3.00954008 21732 2.17.3.3.062869 2.17.3.3.962870 2.17.3.3.962870 |GUI, Web Sevice, DB. Including Patient, Provider and UM Portals
2017.3 4 2.17.3.4{3GB) 21730 21734 2.17.3.4.00987562 21732 2.17.3.3.962869 2.17.3.3.962870 2.17.3.3.962870 |GUI, Web Sevice and DB
2017.3 5 2.17.3.5(3GB) 21730 21735 2.17.3.5.01023250 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |GUI, Web Sevice, DB, Patient Portal, Referring Portal, UM Portal
2017.3 3 2.17.3.6(3GB) 21730 21736 2.17.3.6.01065114 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |GUI, Web Sevice, DB,
2017.3 7 2.17.3.7(3GB) 21730 21736 2.17.3.6.01065114 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |GUI
2017.3 B 2.17.3.8(3GB) 21730 21738 2.17.3.6.01065114 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |GUI and Web Service
2017.3 9 2.17.3.8(3GB) 21730 21739 2.17.3.6.01065114 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |Web Service
2017.3 10 2.17.3.10(3GB) 21730 217.5.10 2.17.3.10.01125764 21732 217.3.5.1023087 | 2.17.3.5.1025862 2.17.3.5.1023087 |GUI, Web Service and DB updates
2017.6 3.17.6.0(3GB) 3.17.60 3.17.60 3.17.6.0.01037550 3.17.60 3.17.6.0.1037868 | 3.17.6.0.1037869 3.17.6.0.1037868 |Full Version Release. Including Patient, Provider and UM Portals
2017.6 1 3.17.6.1{3GB) 3.17.60 3.176.1 3.17.6.1.01094077 3.17.60 3.17.6.0.1037868 | 3.17.6.0.1037869 3.17.6.0.1037868 |GUI, Web Senvice and DB updates

GUI, Web Service, DB, Patient, Provider and UM Portals and
2017.6 2 3.17.6.2(3GB) 3.17.60 3.176.2 3.17.6.2.01130171 3.176.2 3.17.6.2.1138297 | 3.17.6.2.1138298 3.17.6.2.1138298 |Digital Forms

GUI, Web Service, DB, Patient, Provider and UM Portals and
2017.6 3 3.17.6.3(3GB) 3.17.60 3.176.3 3.17.6.3.01166033 3.176.3 3.17.6.3.1168622 | 3.17.6.3.1168622 3.17.6.3.1168623 |Digital Forms

GUI, Web Service, DB, Patient, Provider and UM Portals and
2017.6 4 3.17.6.4{3GB) 3.17.60 31764 3.17.6.4.01187509 31764 3.17.6.4.1190295 3.17.6.4.1190255 3.17.6.4.1190255 |Digital Forms
2017.6 5 3.17.6.5(3GB) 3.17.60 3.17.6.5 3.17.6.4.01187509 31764 3.17.6.5.1199064 | 3.17.6.5.1199063 3.17.6.5.1199064 |GUI, Web Senvice, Patient, Provider and UM Portals
2017.6 3 3.17.6.6(3GB) 3.17.60 3.17.6.6 3.17.6.6.01236363 31764 3.17.6.5.1199064 | 3.17.6.5.1199063 3.17.6.5.1199064 |GUI, Web Service and DB updates
2017.6 7 3.17.6.7(3GB) 3.17.60 3.1767 3.17.6.7.01257812 3.1767 3.17.6.7.1266287 | 3.17.6.7.1266287 3.17.6.7.1266287 |GUI, Web Service, DB, Digital Forms, Patient, Provider and UM port
2017.6 8 3.17.6.8(3GB) 31760 3.176.8 3.17.6.8.01276873 3.176.8 3.17.6.8.1280869 | 3.17.6.8.1280870 | 3.17.6.8.1280869 |GUI, Web Service, DB, Digital Forms, Patient, Provider and UM portals
2018.1 3.18.1.0(3GB) 3.18.10 3.18.10 3.17.6.4.01187509 3.18.10 3.18.1.0.1229289 | 3.18.1.0.1229290 3.18.1.0.1229250 |Full version release
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INSTALLING

|CLIENT[GUI

Copy and replace the current rRIS...zip file with the eRAD_rRIS_2017.6.8.zip file provided with this release.

Be sure to make a backup of the ris.exe.config file contained within the current .zip folder.

WEB SERVICE

This updated is only required for the Wedge Web Services. The Core RIS Service and Document Distribution Service
are not required to be updated.

1. The web service upgrade consists of replacing the files in the RIS Web Service directory with the files supplied
in the rRISService folder with this build. Always create a backup of the files being replaced. This upgrade
includes 141 files in the rRISService folder and 7 sub folders. Of those folders, 1 is a folder titled “XSL” that
contains a sub folder and files within the subfolder. Another folder is titled “deploy” that contains the new
.config files that will be deployed with the user of the file called “ServicesConfigWizard.exe” (see instructions
below). Folders ar (Arabic), en_AU (Australian English), en-ZA (South Africa), he (Hebrew), pt_BR (Brazilian
Portuguese), es-AR (Argentina Spanish) and ru-RU (Russian) and are localization folders. The WedgePlugins
folder contains various plugin files for RADAR, MIRTH, Ensemble, etc...

Services Configuration Wizard

With the release of 42 to decrease the chance of losing configuration setting and missing new configuration
options, we will no longer include the configuration files in the release in the main set of files, but they will now
exist in a “deploy” folder, which will contain the three site configurable config files; applicationsettings,
connectionstrings, and services as well as a copy of the rRISServices.exe configuration file. The contents of this
folder should not be required to be touched.

On the install of a new service, all files will be copied to the appropriate locations on the server (no configurations
will be over written). If instructed or to confirm no new configurations have been added the user can run the new
application “ServicesConfigWizard.exe”

This application will read the existing configuration file(s) (if files exist), and compare to the provided new
configuration files then will display three tabs, for each configuration file:

Application Settings: all existing configuration value will be displayed, if there are any new configuration entries
they will be displayed in red.
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[l -
o-! ‘WS Config Wizard .u‘i
i - N

Application Settings | Connection End Paints | DB Connection |

Mame Value

Mew configuration tem False
True

Start MithWedoeService False

Intefacelocal Endpoint http:/Aocalhost: 6965/
Interface Remote Endpoint hitp:/Aocalhost: 6162
Pall Time 5000
OutboundQueusName MIRTH
StartCDSManagerService False

Debuglpload Audio False
DebugUploadAudio Timeowtin... | 300000

Start DD EngineService False

Start Sched led Task Service Falze

[ Bus | [ Cancs
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Connection End Points: will display the existing configuration, if the value is left blank then that entry will not be
created, in the case of “Study Service” or “CDS Service” if both http and net.tcp were not provided then that
endpoint will not be created at all.

| ™

| Application Settings | Connection End Points | DB Connection |
Study Service
http:/¢  localhost: 8040 ARISS
nettcp/¥  localhost: 8041 ARISS '
Matify Service
nettep /s Jocalhost: 7095 /RIS/
CDS Service
hitp://  localhost: 7052 ARISS
nettop:/¢  localhost: 7093 ARISS

| Buld || Cancel

DATABASE UPDATES

Always run the upgrade scripts in a test environment of the actual database to make sure they run cleanly. If any
errors occur please contact development.

Note: There is a new upgrade process introduced with B43.1 called "RunUpgrade.bat". The batch file will open a
command window. This process will prompt you for the database server name, database name and authentication
credentials. There is no need to run the database upgrade scripts manually as was done in previous releases.

1) From the upgrade folder, double click the “RunUpgrade.bat” command file.

2) Enter the server name, database name and authentication credentials to the database. You have 2 choices for
authentication credentials.

No part of this material may be published, reproduced, stored in a retrieval system, or transmitted

in any form or by any means without the prior written permission from eRAD. Page 11



eRAD RIS Server Update June 08, 2018

3) You can choose to use “Trusted connection”. Using this option will pass the identity of the currently logged on
user. If this user has “db_owner” access to the eRAD RIS database then feel free to use this options.

4) If you decide not to use “Trusted connection” then you will be prompted for user id and password.

Example:

BN C\Windows\system32\cmd.exe EI@ !

Enter database server namesip: my_eRAD_RIS_server
Enter database name: my_RISDBE

Use trusted connection? [Y¥.NI?N

Enter » name: terry

Enter Password: soeeoooo

This script will upgrade your database.

Flease ensure that you have read all instructions.
Flease ensure that you have taken all necessary precautions.

Do you want to continue? [Y¥.N1?

5) After the upgrade program has finished you can find the upgrade logs in the “log” folder. The file name will be
eRAD_RIS_db_upgrade_timestamp.log, where timestamp is a value representing the date and time the
upgrade started. If you see any errors please contact the development team
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